
Keeping Kids Safe from Identity Theft 

1.1 Introduction 

 

Welcome to Keeping Kids Safe from Identity Theft, a review of the risks of identity theft for out-of-
home youth and your role in managing those risks. 
 
1.2 Learning Objectives 

 

This training will help you: 

• Become aware of contributing factors and consequences of identity theft for children in out-of-
home care.  

• Understand the procedures for the completion of credit checks, the distribution of reports and 
the remediation process. 

• Understand the procedures for resolving inaccuracies, including communicating with businesses 
and credit reporting agencies. 



• Understand the federal requirements for providing copies of credit reports to a child 14 years of 
age or older.  

• Understand your role in protecting kids’ identities.  
• Engage in discussions surrounding financial literacy to educate children on the importance of a 

person’s credit.  

Please note you can review supporting documentation on the resources tab. 

1.3 What makes children in out-of-home care vulnerable? 

 

Think of the caregivers, service providers and other individuals involved in the life of every child in out-
of-home care. Each of these groups is entrusted with at least some of a child’s personally identifiable 
information. A child’s caseworker has access to all of a child’s personal and sensitive information. 
Personally identifiable information is all someone would need to apply for a credit card in their youths’ 
names.  

Children in out-of-home care are particularly vulnerable to identity theft because their personal 
information is frequently shared with multiple agencies, caretakers and individuals, making it less 
protected and more accessible.  

Parents, relatives, caregivers and others in the child’s life may misuse a child’s personally identifiable 
information. Children have no prior credit history, making their information attractive to identity 
thieves. Currently, there are no regulations requiring credit issuers to verify the age of an applicant. The 
misuse of personal information may go undiscovered for many years until that child attempts to use 
their credit to rent an apartment, get a cell phone or apply for a loan. 

 

 

 

 

 



1.4 Purpose of this Training 

 

All children in out-of-home care are required to have an annual credit check. Children 14 years old and 
older must receive, without cost, a copy of any existing credit report from the three main Credit 
Reporting Agencies: TransUnion, Equifax, and Experian. In cases where remediation is required, child 
welfare agencies and caseworkers are responsible for documenting the results and resolving any 
inaccuracies in the credit reports for children in out-of-home care. 

The Federal Child and Family Services Improvement Act followed by the Preventing Sex Trafficking and 
Strengthening Families Act were passed to mandate this process. 

The purpose of this training is to inform case workers of their role in keeping youth identities safe and 
correctly documenting remediation efforts. 

 

1.5 Defining Identity Theft 

 

Identity theft is the misuse of someone else’s personal information in order to;  



• fraudulently obtain goods or services in the victim’s name,  
• obtain employment using the victim’s social security number,  
• file a fraudulent tax return or obtain government benefits, or  
• conceal their true identity from authorities or others who perform background checks.  

 
Identity theft strikes an estimated nine million Americans each year.  
 
The type of information that is attractive to identity thieves includes: 

• name and date of birth,  
• Social Security number,  
• birth certificate,  
• passport number,  
• financial account numbers,  
• passwords, and  
• security question responses.  

 
1.6 Identity Theft Consequences 

 

For children in out-of-home care, identity theft can have long-term consequences such as:  

• Financial liabilities: These could include accounts, loans, and mortgages opened in the child’s 
name, leading to erroneous debts.  

• Denial of credit and credit score problems:  For example, difficulty getting student loans, car 
loans, or apartments.  

• Employment problems and denial of employment.  
• IRS problems due to unreported income.  
• Medical identity problems leading to inaccurate medical history or denial of insurance.  
• Civil and criminal problems such as civil judgments obtained against the child, false arrest 

warrants, or a false criminal record. 

 

 



1.7 DCF Runs Credit Checks 

 

To reduce the likelihood that children in out-of-home care experience the consequences of identity 
theft, DCF completes credit checks on all children placed in out-of-home care twice a year; once in 
the spring and once in the fall. Routine methods to obtain credit reports are not easy for a minor 
child under the care of DCF and county/tribal child welfare agencies. To assist child welfare staff in 
carrying out this function, DCF has data-sharing agreements with each of the credit reporting 
agencies. Credit check requests and results are shared electronically between DCF and the credit 
reporting agencies for all children in out-of-home care.  

Credit checks cannot occur outside of the bi-annual timeframes, but if you are concerned that a 
child’s credit may have been compromised, a freeze can be placed on the child’s credit with the 
credit reporting agencies at any time. Credit freezes will be discussed later in this training. 

 

1.8 What is a Credit Report? 

 



The result of a credit check is a credit report. A credit report is a summary of an individual’s credit 
transactions. Think of it as a case history. This gives a broad picture of an individual’s credit and their 
behaviors. Then, lenders such as banks or cell phone carriers, or landlords use this information to 
determine whether they can trust that the individual will repay loans, or pay bills and rent on time.  

No child should have a credit report because minors are unable to enter into contracts or credit 
transactions. If there is a credit report for a child in care, most likely it is the result of identity theft or 
error. Resolving errors or fraudulent charges in any child’s credit report is necessary for them to have a 
clean credit history when they exit care. 

The “big three” credit reporting agencies, Equifax, Experian and TransUnion, determine what 
information is collected in a credit report. Credit reporting agencies sell credit reports to those seeking 
to evaluate a person’s application for credit, insurance, employment, or renting an apartment. As a 
result, credit reports can contain a lot of sensitive information. Take a moment to review this list. 
Advance to the next slide to continue. 

 

1.9 DCF Sends Notification 

 

After DCF runs the credit checks, 2 separate email notifications are sent to caseworkers and their 
supervisors: one that explains the annual credit report process for youth 14 and over; and another that 
identifies the person IDs for children that require credit remediation, and explains the remediation 
process. The email contents will note that the credit reports, when applicable, have been uploaded and 
linked to the youth’s Person ID in eWiSACWIS. To protect a child’s information, only person IDs will be 
utilized in email communication. 

Youth 14 and over identified in the annual credit report email are not in need of remediation. However, 
federal law requires that children 14 and over receive copy of their credit report annually.  

If you receive the email that indicates credit remediation is required, you must take steps to remediate 
the child’s credit in a timely manner. 

 



1.10 DCF Email Notifications for Youth 14 and Over 

 

Let’s look at some examples. 

Your county received an email with the subject line: Annual Credit Report for Youth 14 and Over. There 
are 3 youth in out-of-home care identified in the email. Let’s look at each youth listed. 

Craig is listed in the email but is no longer in out-of-home care. For Craig, no further action is required 
because the county no longer has placement responsibility. If you know that Craig is connected to a 
regional independent living worker through a Transition Resource Agency, best practice would be to 
notify that worker of the information and encourage them to assist Craig with obtaining his annual free 
credit report. 

Sarah is currently in out-of-home care and is identified in the annual credit report email. You find her 
credit reports attached to her person ID in eWISACWIS. The report states there were no results found. 
This means there are no errors or discrepancies, so you only need to provide Sarah with a copy of the 
report and explain the credit check process in a developmentally appropriate manner. 

James is currently in out-of-home care. He is listed on the annual credit report email with a note that no 
reports were found. The reason for this could be because James did not have a social security number 
listed in eWiSACWIS.  

Your county also received an email with the subject line: Credit Check – Credit Remediation Required. 
There is 1 youth in out-of-home care listed on the report. Let’s look at this case. 

Sofia is currently in out-of-home care. She is not listed on the annual credit report email. She is listed on 
the Credit Check - Credit Remediation Required email due to a hit on her credit. You find the uploaded 
report attached to her person ID in eWiSACWIS in the “Participant Document” images section and begin 
the remediation process. When providing her with copies, you will need to explain the credit check 
process. This conversation may be difficult, especially if the person who misused Sofia’s information was 
a parent, a person close to her or someone who hurt her in the past. It’s best to be transparent with her 
by explaining the information in a caring and developmentally appropriate manner. Some tips for having 
this conversation will be provided later in the training. 



1.11 DCF Email Notification for 13 Years Old or Younger 

 

Remember credit checks are run for all children in out-of-home care.  

For a child 13 years of age or younger, you will not receive an email unless there are issues that require 
remediation. If no discrepancies exist, then no reports will be uploaded and tied to the child’s 
eWiSACWIS person ID, and no further action is required by the worker.  

If one of the three credit reporting agencies has a credit report on file for a child on your case load, 
you, as the assigned worker, will get the Credit Check – Credit Remediation Required email from 
DCF. A child may have one to three credit reports which DCF will upload to eWiSACWIS. You must 
begin the credit remediation process right away.  

 

1.12 Credit Remediation Steps 

 



Under the Federal Credit Reporting Act, both the credit reporting agency and the company providing the 
account / credit are responsible for correcting any inaccurate or incomplete information in a credit 
report.  

If you receive the email from DCF indicating that a child or youth on your case load has a credit report 
that requires remediation, this flow chart will help you determine what further action is required.   

The first question is to ask if the child is currently in out-of-home care? 

If the answer is no, then no further action is required.  

If the answer is yes, you will need to consider the youth’s age. Is the youth over 18? If the youth is over 
18, remember they can enter into contracts or credit transactions, so you will need to review the report 
with them and check if the charges are something they initiated. If they initiated the charges, then you 
can work with them directly to develop a plan to resolve those issues and educate them about the 
importance of good credit, as well as the effects of poor credit when living independently. If they did not 
initiate the charges, then you are responsible for assisting them with remediating their credit.  

If the youth is not over 18, credit discrepancies are likely the result of identity theft or error. Therefore, 
remediation is required. 

Next, you will learn how to reach out to a credit reporting agency if there is evidence of fraud or identity 
theft and credit remediation is required. 

 

1.13 Credit Remediation Steps cont. 

 

When there is evidence of fraud or identity theft on a child’s credit report(s), you will need to contact 
any credit reporting agency with discrepancies. A letter template has been created to assist you with 
this process. 

Print all credit reports that reflect inaccurate information from eWiSACWIS.   

Circle all credit discrepancies on each report.   



If there is an instance when one or all of the credit reports reference another individual’s name, this 
could mean that a line of credit was opened using the child’s social security number but a different 
name was used. 

Print the court order which shows Physical Custody is granted to your agency, as credit agencies need 
that to proceed with the remediation process.   

 

1.14 Credit Remediation Steps cont. 

 

Next, modify the letter template for each credit reporting agency. The letter template is attached to 
the email received from DCF. The modification should accurately summarize the issues noted and 
be pasted onto agency letterhead.   

Send the letter and supplemental documents to the applicable credit reporting agency(s). The letter 
should be sent via fax or via certified mail. The email received from DCF lists addresses and fax 
numbers for each agency.  

Create a case note in eWiSACWIS to document when the remediation request was sent to the credit 
reporting agency(s) and maintain the fax report or certified mail slip. Upon receipt from the agency 
that the letter was received, upload the remediation request (including the Remediation letter and 
fax report or certified mail slip) to eWiSACWIS in the youth’s “Participant Document” images. 

When the credit agency(s) resolves the issue and the remediation process is considered complete, 
you should receive a response from the agency. Ensure the response is documented in the 
eWiSACWIS case note. If a written response was provided, it should also be uploaded to the youth’s 
Participant Document images section in eWiSACWIS. 

For youth over 14, the case worker should share a copy of the report and have a conversation with 
the youth and collaterals. Explain the remediation process and review the credit report and agency 
response with them. This is also an opportunity to teach them about financial literacy. 



For quick reference, download the Credit Remediation Steps Flow Chart and file it or post it for 
future use. When ready, continue to the next slide.  

 

1.15 Within the Permanency Plan 

 

Credit remediation is documented in case notes for all children. For youth over 14, documentation is 
also necessary in the Permanency Plan.  

There are two questions in the Permanency Plan that relate to credit reports for youth over 14: 

Was the youth provided a copy of his/her credit report?  

Answering yes to this question means one of two things: Either the youth received a physical copy of 
the report and was notified that a credit check was conducted, fraudulent activities were found, and 
the remediation process has occurred, OR, the child was notified that a credit check was conducted 
and that nothing was found.  

The answer to this question should only be no when a caseworker did not receive an email 
indicating a credit report was uploaded to eWiSACWIS for the child. 

The second question in the Permanency Plan asks, “Were they any inaccuracies in this report”? 

When answering yes, please document what occurred in the explanation text box.  Remember credit 
remediation can take some time. In some circumstances, you may answer yes to this question on 
subsequent Permanency Plans and that is ok as long as remediation has been initiated. Document 
that credit remediation has been initiated and that the credit reporting agencies have yet to resolve 
the inaccuracies.  

When answering no because a report has not yet been received, be sure to make note of that in the 
explanation text box. 

 



1.16 Within the Youth’s IL Page 

 

In addition to case notes, remediation documentation must be made under the Services tab, with an 
Independent Living, or IL, Service Category of Budget and Finance Management. In the event the IL 
page has not yet been created for the youth, the documentation of the remediation efforts, 
including the type of contact, the date of contact and participants in any related contact must be 
indicated in the case notes. 

 

1.17 Explaining Credit Remediation  

 

As noted previously, the caseworker is responsible for explaining the credit check process and the 
need for credit remediation in a developmentally appropriate manner. This conversation may be 
difficult, especially if the person who misused their information was a parent, a person close to the 
child or someone who has hurt them. Some legal remedies require filing a police report. Pursuing 
criminal action can create complicated feelings for the child. It’s best to be transparent and neutral 
while you describe the credit check and remediation process in a caring and developmentally 
appropriate manner. 



1.18 Explaining Credit Remediation cont. 

 

In preparation for this conversation, and to help understand how the child may feel if their identity 
was misused by a family member or someone close to them, ask yourself these questions to 
understand the child’s perspective 

• What is the relationship with the person who misused their information?  

• Is it someone with whom they have a close relationship?  

• Are they trying to rebuild or maintain that connection? 

• What was the reason for the misuse of their credit? 

Please refer to this Annie E Casey Foundation reference for more information. 

 
1.19 Explaining Credit Remediation cont.  

 

When you talk with the child about hits on their credit report and the remediation process, be prepared 
for a range of responses.  It will be important to remain understanding if the child becomes upset with 



you about the remediation actions you needed to take. Depending on their age or development, 
informing them of necessary police contact may or may not be appropriate. 
 
Some examples of responses you may receive are: 
 
“Why do you have to file a police report?” Don’t do it, I don’t want anyone to get into trouble? They 
didn’t do anything wrong, it was just to keep the lights on!”  
“Is my mom going to jail?”  
 
“Does this mean I can’t go back home?”   
 
“My aunt and uncle never wanted us to live with them, now I have proof, they took advantage of me 
and my brother.”  
 
“He did it again. He always finds a way to hurt me.”  
 
“Whatever. What's the big deal?”  
 
In each of these responses, the child is expressing intense emotions, like anger, powerlessness, 
worry, fear, betrayal and apathy. It’s important to identify and address the underlying feelings. 
Provide them with honest, realistic answers to their questions. Validate their feelings all the while 
explaining the necessity of correcting credit report errors for their future well-being.  

 

1.20 Protecting the Credit of Children in Out-of-home Care 

 

You also have an important responsibility of protecting the credit of children in out-of-home care.  
There are a few simple things you can do.  

You have taken the first step by completing this training; understanding the importance of the issue 
is essential to being able to protect the credit of children and youth in out-of-home care. Well done!  



Another important step to take is recognizing that you have access to most, if not all, of a child’s 
personal information, and that information can be misused if it falls into the wrong hands. So, 
protect it! Keep essential personal information in a safe place, such as your office or agency. Avoid, 
or at least limit, taking this information with you while in the community on home visits or 
appointments. If it’s necessary to travel with the information, keep it in a locked work bag or 
traveling file. If asked by providers for the information, make sure that this is necessary to initiate 
services. Remind relatives and foster parents to take the same measures to protect a foster child’s 
personal information. 

 

1.21 Educating Children 

 

Another responsibility a caseworker has is ensuring children are educated about the importance of 
good credit, and the impact of identity theft or making poor choices with their own finances. This is 
an opportunity to improve their long-term financial literacy. Oftentimes, those caring for children in 
out-of-home care and even the young people themselves are consumed by dealing with the stress 
and trauma of placement, school or other issues. These high-level needs tend to overshadow the 
importance of talking with children about the basics of credit. Children need to understand how to 
obtain these lines of credit but also how to maintain them. 
 

 

 

 

 

 

 

 



1.22 The Basics of Credit 

 

To help you with these responsibilities, let’s review some basics of credit.  
 
The Annie E Casey Foundation developed the following talking points, which you can use to have 
conversations with children: 
• Credit reports and the credit scores derived from them are the primary information sources that 

will determine the credit the child, once an adult, is able to access (for example how large of a loan 
they can take out and the interest rate on that loan), as well as their eligibility for housing and 
some employment opportunities. A clean credit history is the first step toward a lifetime of 
financial health. 

• Once of age, there will be situations in which they will be obligated to pay a person or institution 
for things such as electricity, phone and medical bills, student loans, and rent or a mortgage.  

• Obtaining lines of credit is important and so is maintaining them. They should have a basic 
understanding of percentages rates, paying bills on time to avoid late fees, paying the minimum 
payment and the value of paying off balances. 

• It is also important they understand the concept of living within their means. Knowing these basics 
will help the child avoid unnecessary costs and things that do not match their lifestyle or spending 
habits. 

• Finally, explaining the threat of identity theft with youth will help them understand the importance 
of being careful with their personal information, keeping track of their important documents like 
birth certificates and Social Security Cards, shredding documents, and practicing online safety 
when sharing identifying information or making online purchases.  

 

 

 

 

 

 



1.23 Fraud Alert 

 

In addition, to communicating with children about the credit check processes and educating children in 
out-of-home care about the importance of credit, there may be additional actions you can take to 
protect them from future harm to their credit.  

One option is placing a fraud alert. A fraud alert requires potential creditors to verify a person’s identity 
before extending credit. This will create a check on anyone applying for credit using the child’s 
information. 

To place an initial fraud alert, contact any one of the three credit reporting agencies, provide the youth's 
information and simply request that a fraud alert be initiated. When a credit check is initiated, the 
crediting agencies will verify the person’s identity prior to extending credit.  

In some instances, you will also need to consider filing a police report.  Many law enforcement agencies 
may ask if a fraud alert or credit freeze has been placed. Consult with your supervisor on this.     

 
1.24 Credit Freeze Process 

 



A credit freeze (also known as a security freeze) is another option. It restricts access to credit reports so 
potential creditors cannot get the information they need to check the credit.  

This makes it very unlikely that an identity thief can open new accounts. You must contact each of 
the three credit reporting agencies directly to request a credit freeze.  

If you choose this option, it’s important to know that a credit freeze will extend indefinitely including 
into adulthood until it is lifted. If not lifted, a freeze could negatively impact a child’s future by 
interfering with their ability to apply for student loans, car loans, apartment rental, or job 
application. As a result, it’s important to discuss this option and the consequences with others 
involved in the child’s case, before deciding to implement the freeze. This conversation should 
include a plan for who will lift the freeze, and when.  

 

1.25 Summary 

 

Remember, children in out-of-home care are vulnerable to identity theft. A case worker has an 
important responsibility in performing the processes discussed here from educating children to 
preparing them for their future.  

We hope you learned how to be successful in your role and find the job aid a quick reference guide for 
credit remediation. 

Please complete a short knowledge check to further your learning.  

 

 

 

 

 



1.26 Question 1 

 

Question: If you receive a child’s credit report you should resolve any _______. 

Correct Answer: Items on that report 

No child should have a credit report because minors are unable to enter into contracts or credit 
transactions. Therefore, you should know that every item on the child’s credit report is the result of 
fraud or error and seek to resolve those items. 

 

1.27 Question 2 

 

Question: DCF conducts credit checks for every child in out-of-home care. 

Correct Answer: Twice a year; once in the spring and once in the fall 



Correct Feedback: Credit checks are conducted twice a year, once in the spring and once in the fall, and 
cannot occur outside of these timeframes.  

 

1.28 Question 3 

 

Question: An apartment rental manager requests a credit check on a potential renter. The credit agency 
contacts the renter to confirm this inquiry. What prompted the credit agency to call the renter? 

Correct Answer: Fraud alert 

Correct Feedback: An initial fraud alert requires potential creditors to verify a person’s identity before 
extending credit. This will create a check on anyone applying for credit using the child’s information. 

 

1.29 Question 4 

 

Question: When potential creditors cannot get the child’s credit report. This is a call a(n) _______. 



Correct Answer: Credit freeze 

Correct Feedback: When creditors cannot access the child's information at all, that is because a credit 
freeze has been placed on the account.  

This makes it very unlikely that an identity thief can open new accounts. Remember, the freeze must be 
lifted prior to a youth turning 18, as not doing so would create issues for them obtaining credit as an 
adult. 
 

1.30 Question 5 

 

Question: Children in out-of-home care _____ must receive a copy of their credit report annually. 

Correct Answer: 14 years old and older 

Correct Feedback: Children 14 years old and older must receive a copy of their credit report. 

 

 

 

 

 

 

 

 

 

 



1.31 Thank You 

 

Thank you for completing Keeping Kids Safe from Identity Theft online training.  
 
 

 


